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Abstract

This white paper outlines how EMC® AlphaStor® delivers media
management and device sharing services for EMC NetWorker®.
By automating tape management and enabling sharing of
hardware resources across multiple backup servers, AlphaStor
helps increase utilization of existing resources and decrease
management and operational costs.
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Executive summary

IT organizations that rely on tape for backup and recovery face a number of tape
hardware and media management challenges. These include reliability,
underutilization of resources, missing or underdeveloped policies, manual processes
prone to human error, and inability to forecast capacity requirements. To address
these issues, backup administrators require tools and processes that automate
media lifecycle management, maximize the use of tape-based resources, and provide
enterprise-wide visibility.

EMC® AlphaStor® software provides media, device, and library management that
automates the media lifecycle, and provides a single point of management control for
tape-based storage. It simplifies backup operations and reduces costs by enabling
the sharing of storage resources, and improving operational media handling
efficiencies. From a single web-based console, AlphaStor helps ensure that critical
media can be found when needed, regardless of location.

This white paper is intended for EMC NetWorker® administrators looking to augment
backup and recovery operations with feature-rich media and device management for
tape and/or virtual tape environments. The paper highlights the features of AlphaStor
and reviews best practices for maximum return on investment related to tape media
and library management.

Introduction

Managing and protecting increasing volumes of backup data is becoming more
difficult. IT administrators face the overwhelming task of managing this data growth
with flat or even reduced staffing, while ensuring secured access to, and recovery of
critical information.

Organizations using tape-based backup storage face a number of issues that add to
the cost and complexity of data protection operations. These challenges include:

e Underutilization of tape hardware

¢ Inadequate offsite tape rotation policies and procedures
e Device and media failures

e Loss of media and lack of tape accessibility

¢ Inability to restore data in a timely fashion

e Unpredictable media usage

¢ Human intervention errors

e lack of a consolidated view and centralized management of tape devices and
libraries across the enterprise

¢ Inability to proactively plan for new storage acquisitions
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To address these issues, storage administrators often resort to a number of different
remedies, many of which require manual intervention.

AlphaStor is a software solution that enables NetWorker backup and recovery users to
improve operational efficiencies and reduce human involvement with tape devices
and libraries. It provides comprehensive media and device management and helps
administrators solve the challenges associated with removable tape media.

Media tracking and rotation

Any organization with a large number of tapes is aware that management of media
from within a device or library to an onsite location and subsequent offsite location —
and back again — can be challenging. This process is often disorganized and
cumbersome. One of the primary areas of difficulty is simply tracking media to ensure
tapes are in the right place at the right time. In many backup environments tracking
media is accomplished manually using spreadsheets or other paper-based
processes. Most organizations have schedules for when tapes need to be sent to an
offsite vault for storage. Rotation schedules are, however, often loosely defined and
tracking media is frequently accomplished manually using spreadsheets or other
paper-based processes. This increases personnel costs, introduces the potential for
human error, and compromises data security.

Due the nature of removable media there is inevitable human intervention in the
process; however, an automated media lifecycle management solution such as
AlphaStor helps eliminate steps in the process that are otherwise highly manual and
therefore reduces the opportunity for error. To ensure security of data as well as
recoverability, it is vital to know the status and location of all tape media and at what
stage each tape is in its lifecycle.

AlphaStor works hand-in-hand with NetWorker to provide a comprehensive media
management solution that simplifies the tape rotation process. With AlphaStor you
can:

e Track and manage the location of tapes, whether in the library or offsite

e Track the lifecycle of each tape, from its first use until the time it is retired
e Define and enforce media policies for offsite tape rotation

® Report on tape usage, current location, and other critical metrics

With NetWorker, AlphaStor can be used to control volume rotation. Each NetWorker
pool can have an assigned rotation schedule. For example:

1. Remain inside the library for one day

2. Move to an onsite location for two days

3. Ship to an offsite vault and held for 60 days
4

. Return onsite to the original library location
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Figure 1. AlphaStor rotation policy wizard

AlphaStor features an easy-to-use interface that lets the operator display and print a
list of all tapes to be sent to an offsite vault and allows the operator to reconcile this
information with what is actually in the library. In the converse, AlphaStor also
provides the operator proactive notice as to when tapes need to be returned onsite.
This information can be exported to a delivery report that shows a list of tapes to be
returned at a future date. Subsequently, this information can be used to request the
return of media from the vault vendor. Without this capability, tapes that have
expired may be unnecessarily housed in the offsite location and not returned for use,
thereby generating unnecessary costs for vault services and wasting tape resources.

Automation and a well-defined policy for offsite media tracking and rotation not only
reduce the effort required to ensure media is recycled and used efficiently, but more
importantly, they lower the risk of encountering delays in returning a tape or tapes
needed for disaster or other recovery purposes. In the event a recovery is required
from offline tape media, AlphaStor helps ensure tapes can be located and returned,
and data restored in time to meet your service-level requirements.

Efficient sharing and utilization of tape resources

Tape storage continues to be widely used in backup environments. As data volumes
grow, the size and number of tape libraries utilized in the IT environment continue to
increase as well. Over the past several years, however, many organizations have
augmented data protection operations with backup-to-disk to improve performance
and reliability. Deduplication technology has accelerated the trend toward disk
usage in backup environments. Even in these environments, there is often still a
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reliance on tape for disaster recovery purposes. Backup data is cloned from disk to a
central tape library and tape copies are sent to an offsite vault. Many IT organizations
are seeking to reuse existing tape resources and reduce the amount of tape hardware
in use to help reduce management burden as well as the overall device and
maintenance costs. This increases the need to share tape devices across NetWorker
datazones. AlphaStor enables consolidation of tape resources by enabling dynamic
sharing of one or more tape libraries with one or more NetWorker servers and/or
storage nodes.

By creating a separation between the backup (or data movement) function and the
ownership and allocation of tape devices, AlphaStor allows back-end library
resources to be managed as a consolidated "pool" that can be dynamically shared
across multiple backup servers.

Backup
server1

Backup
server 2

Backup
server 3

Tape
library

EMC AlphaStor
server

Figure 2. Library sharing across NetWorker datazones

Centralized management and reporting

To simplify the process of operating tape media and hardware, AlphaStor provides
users with a consolidated list of media, device, and library activity from a single, Web-
based console.

Media and device operations are shown in an easy-to-use interface, which helps
ensure even entry-level backup administrators can successfully perform the required
device and tape operations. Increased visibility into hardware conditions helps
improve reliability and increase uptime. Forinstance, device verification helps users
quickly and easily detect and diagnose drive path errors that can occurin a SAN
environment.

Within the AlphaStor console, operators can be audited to account for activity relating
to the handling of tape media and hardware. Organizations with high data center
personnel turnover or complex tape handling processes are strongly encouraged to
frequently audit operator activity. When automated media management is in use,
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these systems should deliver a log that can be reviewed for future auditing of
operator activity.

The AlphaStor interface also features enterprise-level reporting for media, device, and
library activity across backup servers. These reports help IT organizations to better
plan for, manage, and inform the business about tape and media usage.
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Figure 3. AlphaStor Operations Center console

Mixed media support

Over time, many IT organizations have utilized a number of tape formats such as
SDLT, LTO-3, LTO-4, and others. As a result, many tape library vendors have provided
the ability to house older and newer drive types in the same physical library. As tape
operations become more and more consolidated, the ability to effectively manage a
mixed media environment is a key advantage. AlphaStor provides a solution because
it enables you to share a tape library that uses mixed media types and eliminates the
need to maintain and operate multiple libraries — one to support each tape form
factor.
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Firewall security

AlphaStor provides an additional benefit to NetWorker users by minimizing the
number of firewalls required for communication with tape library resources. Port
usage is limited to a small number of well-known ports to increase security. This is
especially useful for meeting requirements for backup and recovery for systems in a
DMZ outside of the local area network.

Conclusion

IT organizations are seeking ways to contain or even lower their storage spending by
increasing the utilization of existing storage resources and decreasing management
and operational costs. AlphaStor helps maximize use of tape storage resources in a
NetWorker environment. By providing a way to plan and enforce rotation policies,
AlphaStor enables better usage of existing investments in removable media and
helps eliminate mistakes that have become common due to human error. By
enabling the sharing of tape hardware with all backup servers in an enterprise,
AlphaStor also helps ensure that tape hardware resources are used to their maximum
potential. NetWorker customers who rely on tape and are looking for a way to gain
better control over their resources should consider AlphaStor as a key addition to
their backup and recovery environment.
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