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Abstract

This white paper describes an efficient, media-less, rapid application recovery solution enabling automated
recoveries even to dissimilar hardware for Microsoft Windows 2003 servers. The EMC® Avamar and
HomeBase solutions provide organizations with the ability to efficiently protect critical data, to any
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Executive summary

Companies have recognized the need to ensure that mission-critical datais always available regardless of
hardware or site location. Many have deployed realtime or near realtime data replication solutions to
insulate themselves from prolonged outages. However at the time of server, site, or regional disasters these
companies are still faced with the daunting task of quickly recovering application servers, as applications
are the portal between the users and the data. The fact that these recoveries will most likely be to dissimilar
hardware adds another level of complexity.

Introduction

Thiswhite paper describes a media-less, automated, application recovery solution to similar or dissimilar
hardware for Microsoft Windows 2003 servers. The paper begins with an overview of the EMC® Avamar
and EMC HomeBase solutions, and then detailed instructions are provided for a Windows Server 2003
recovery.

Audience

This white paper isintended for system and storage professionals working in the following areas:
e Technology management and administration

Technology design and architecture
Backup, recovery, and disaster recovery
e  Systems support

e  Windows Server administration

To understand this paper and perform the operations herein, the reader should be familiar with:
e  Windows Server administration

e EMC'sAvamar solution
¢ EMC sHomeBase solution
e Genera backup and recovery operations and principles

Overview of the problem and opportunity

In today’ s competitive business environment, the value of electronic information isincreasing every day.
A major directive around the board room is to ensure that critical data and systems are protected against
outages, data loss, corporate espionage, and site or regional disasters. As application servers are the
traditional portals to corporate data, it isimperative that they be as recoverable as the data they create.
Where most businesses have deployed some form of data protection, few have given the proper thought to
the protection and recoverahility of the server, storage, and application configurations. As server and
storage hardware technol ogies are always changing, application recoveries have become even more
challenging. In addition, no company can be assured of identical hardwarein arecovery event.
Business resilience must provide the ability to rapidly recover from data, hardware, site, and regional
outages even to dissimilar hardware environments in alternate locations. Y et, the traditional cost of this
level of resilience has been outside the budgets of most companies.

EMC Avamar

EMC Avamar backup and recovery software with integrated source/global data de-duplication solves the
challenges associated with traditional backup, enabling fast, efficient protection for remote offices,
VMware environments, and data center LANs. Unlike traditional backup solutions, Avamar identifies
redundant data segments at the source — before transfer across the network. By moving only new, unique
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sub-file data segments, Avamar delivers fast daily full backups while reducing the required daily network
bandwidth by up to 500x. This allows companiesto utilize existing network bandwidth for backup and
disaster recovery of remote offices and data centers, despite slow or congested networks and infrastructure.
Data can be encrypted both in flight and at rest for added security, and centralized management makes
protecting hundreds of remote offices easy and efficient.

By storing just a single instance of each sub-file data segment globally, Avamar also reduces total back-end
storage by up to 50x for cost-effective disk-based recovery over extended periods of time. While EMC
Avamar backs up datato disk, it can also work with existing tape and traditional backup software such as
EMC NetWorker®. Finally, Avamar’s grid architecture provides online scalability, and patented redundant
array of independent nodes (RAIN) technology provides high availability.

EMC Avamar and EMC HomeBase solutions

The EMC Avamar and HomeBase solutions provide the ability to protect critical data and completely
recover the server, storage, and application configurations, even to dissimilar hardware.

By combining Avamar’s backup, recovery, and integrated data de-duplication technology and economical
replication capabilities with HomeBase' s ability to capture and recover server, storage, and application
configurations, companies can meet their business resilience regquirements.

The HomeBase Server works in conjunction with Avamar to capture and recover the complete server stack
configuration and associated data, asillustrated in Figure 1.

HomeBase

Avamar

Application
Configuration Layer Layers

Root Layer

Figure 1. EMC Avamar and HomeBase capture and recover the complete server stack

Avamar and HomeBase procedure overview

The Windows Server recovery procedure is broken down into four simple steps. If correctly followed, these
steps will help you recover the full functiona capability of the source server described in the profile being
used. The four recovery steps are shown in Figure 2.
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Provision OS
& HomeBase Agent
to target server

Restore HomeBase
Base Profile

REBOOT

Provision Avamar
client & restore
snap up

Restore HomeBase
Extended Profile

REBOOT

Figure 2. Four recovery steps

Thisdiagram illustrates the typical flow and steps required to recover a server. Please consult the EMC
HomeBase Agent for Microsoft Windows Recovery and Migration Guide for specific information to recover
certain classes of applications. Specific instructions are provided for Active Directory, SQL Server, and
Exchange Server.
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Detailed instructions

Required EMC software

File name Purpose
HomeBase Windows Agent version 6.1.4 or later HomeBase software used to action profile recovery
HomeBase Server version 6.1.4 or later Software used to control and automate recovery
Avamar Windows Client version 4.0.3-18 or later Avamar software used to initiate data restore

Automatic provisioning of the target server operating system
The bare target server must be provisioned with the operating system and service packs that match the
profile of the server being recovered.

The HomeBase Server can be configured to automatically deploy the base operating system with PXE boot
(available with PXE-compatible network cards) or with a pre-created Boot-CD/TFTP. The EMC
HomeBase Server Installation and Administration Guide provides details of how to set-up HomeBase to
automatically install the Windows Server operating system.

With HomeBase, a Deployment Template is created, which can be used repeatedly to install the same
configuration of an operating system to a new target as many times as required. If configured, the
deployment process will also push and install the HomeBase Agent at the same time.

For this deployment template to install an operating system the system must be loaded into HomeBase.
Instructions on how to prepare and upload an operating system into the HomeBase Server can be found in
the EMC HomeBase Server Installation and Administration Guide.

Manual provisioning of the target server operating system

If manual installation of the operating system is preferred, the new target server must be provisioned with
enough disk space to recover all of the partitions detailed in the profile. It isimportant that all disks are
converted to be dynamic. To do this:

1. Right-click My Computer and select Manage.
2. Click Disk Management.
3. Right-click the disk and select Upgrade to Dynamic Disks.

4. Reboot the system twice.

The operating system should be installed in the same location on the target server as the source server,
which istypicaly C:\Windows or C:\WINNT.

Once the operating system and HomeBase Agent are installed, the HomeBase Agent application will
validate that the base operating system on the target server is correct for the profile being applied. If an
incorrect base operating system is detected, HomeBase will report an error and stop running the recovery.

Installation of the EMC HomeBase Agent

The EMC HomeBase Agent can be automatically installed with the operating system on the target server
with a Deployment Template. Instructions for creating and using a Deployment Template are in the EMC
HomeBase Server User Guide.

Instructions for uploading the HomeBase Agent to the HomeBase Server for this process are in the EMC
HomeBase Server Installation and Administration Guide.
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The HomeBase Agent can aso be installed manually.

Restoring the HomeBase base profile

The HomeBase base profile contains the key operating system elements needed to recover or migrate a
Windows server. The base profile file is used to restore the system settings and configuration of the original
server to the new server, including:

Network interface settings
IP configuration

Storage structures

Routing tables

L ocale settings

Name service settings

Swap and | PC configuration
Detailed kernel settings
User and group settings

Restore the base profile on the recovery server prior to any datarestore. The user can use a Web browser
to configure abatch job that defines the source profile to be restored onto the target server.

1. Logintothe HomeBase Server web interface and click Recovery Control.

2. Browseto the source server.

=)
O~ HomeBase © Help © Preferences © Logout
> !

Home > Recovery Control Logg

d in as Administrator

1]

- e
|_—+ Create Batch 2 & indigostone
= £ uk
Other Places = £ witney
B & ga

{3} Agents
|_;—;' Reporting
B Monitoring

£ pc-18MITH

% Administration

3. Select Create Batch inthe Related Taskslist. The Create Recovery Batch page appears.
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Create Recowvery Batch

Recovery Batch Name Fecovery Batch 15 =
Lewvel in Hierarchy IRcc:t VI

Location in Hierarchy

Source Profiles |Recovery Agents || Mapping

= &30 indigostone PC-1SMITH i =
B3 & uk ILatest ;I
= £ witney
= =Y ga

| PC-aSMITH

Add ZI
|

Save || Cancel

4. Create the batch job according to the instructions in the EMC HomeBase Server User Guide.

5. Seect Check Communication from the Related Tasks list. Communication with the target server
must be established before the recovery starts.

6. Highlight the recovery batch in the hierarchy and select Run Recovery.

= HomeBose © Help © Preferences © Logout
%

Home = Recovery Control > View Recovery Batch Logged in as Administrator

Related Tasks View Recovery Batch

|:)f Edit This Batch

E:'( Check Communication qa / PC-JSMITH / base / 23 May L [] e o
07 13:00 BST indigostonefuk/witney/qga/PC-
D Run Recovery ISMITH

|:/f Edit Configuration

Other Places

Manual restore of the HomeBase base profile
The base profile can be restored manually, if necessary.

Perform the following steps to manually restore the Base Profile:
1. Logintothe HomeBase web interface at the target machine.
2. Browseto the desired profile and select From. The File Download window appears.

3. Select Save to save the base profile to a convenient location on the target server.
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File Download X

Do you want to save this file?

] Mame: ...r[1].zewzk3, 2006-09-06, 122931 . System base.isil
Type: Unknown File Type
From: homebase.indigastone. com

Save ]‘ Cancel |

harm your computer. If you do nat trust the source, do nat save this

@ While files from the Internet can be useful, some files can patentially
file. wihat's the risk?

After the base profile is downloaded, it can be applied.

1. Onthetarget server, open a command window.

2. Typethefollowing to begin the recovery. Please see EMC documentation for optional command line
arguments.
hba recover <path\base profile_ file>

3. Therecovery application will start to apply the selected base profile to the target server. The process
will take afew minutes and can be monitored via the output produced on the console window.

Reboot

As the base profile has been successfully applied, the target server should be rebooted normally in
preparation for the data recovery and application of the extended profile.

Note: The server must be booted into Directory Services restore mode.

Installation of the Avamar client

This step isrequired if the Avamar client has not already been automatically deployed/installed.
The Avamar client needs to be installed to permit the reloading of application binaries and data that were
present and backed up on the original server. To install the Avamar client on the target server:

1

2.

Place the Avamar server name in the Windows host file ¢ : \Windows\system32.

On the target server, open aweb browser to point to the Avamar server:

https://AVAMARSERVER
where AVAMARSERVER is the Avamar server network hostname (as defined in DNS) or | P address.

The Secure Log On page appears. Log in to the Avamar server.

Page down and click the Downloads and Documents link.
The Downloads and Documents page appears.

Under Windows, click NT, 2000, XP.

A directory listing appearsin the browser.

Click Avamar Client-version.Windows.exe.

The browser will prompt to either open the file in-place (on the server) or saveit. If thefileissaved, it
must be opened for the installation to start.

Start the installation on the server.
The InstallShield Wizard appears.
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8. Follow the on-screen instructions and click Finish to complete the installation.
9. Goto Start > Programs> Avamar > Client to load the client.

10. The Avamar icon appears in the system tray.

11. Copy the exclude AVAMAR file from the HomeBase Agent installation directory (typically
C:\program files EM C\HomeBase Agent\exclude) to the C:\Program Files\avs\var directory on the
target server.

Thisfileis created during the HomeBase base profile application process, and will be used by Avamar
to dynamically exclude certain unwanted files from the data recovery.

Re-registering the Avamar client

Before you can restore any data to the target server, the Avamar client must be re-registered with the
Avamar server.

Because the target server name is now the same as the original source server name (now that the base
profile has been applied), you cannot register it with the Avamar server until the existing Activated flag is
cleared in the Avamar Administrator interface.

1. Openthe Avamar Administrator.

2. Logintothe Avamar server to which the source server client is registered.

3. Fromthe Administrator window, click the Policy button.

4. From the Policy window, click the Clients tab.

5. Expand the domain of the source client and click on the source client name.

£ avamar-1 .example.com Awvamar Administrator - Policy

Actions  Tools Navigation Help
o EEE e e 3 = ~
ISENEEE T S

Prlicy Management | Group Summary Reports | Client Summary Report

Groups | Clients

= "% accauriing [ Bhemzudomain clien [ Selectal ]‘ [clearan || |

P
”-: Engineering Backups Last
=R C-’Iiefat"?'"s Client Disahled |Activated | Domain (ol Paging Wersion |Check-in |Encryption| CID
T EMantenance | (01390 00| No Yes iclients  Windows..| Yes [4.0.0-311 [2008-01-. High 3801565¢...
=& shipping clus2003 MNa Yes  iclients (Windows Yes  |4.0.0-311 |2008-02-. Medium  |8d15313
clus2k3fil MNo Yes  iclients (Windows Yes  |4.0.0-282 |2008-02-. None eB8cBd4b
oxclust .o MNo es fclients Windows ves 4.0.0-311 |2008-02-... High 85819ac
dell7503 MNo Yes  iclients (Windows Yes  |4.0.0-311 |2008-02-. Medium  |aa?c183
gavistal MNo es fclients Windows ves 4.0.0-311 |2008-02-... High Af51035
qawinzB4 Mo Ves fclients Windows Yes 4.0.0-311 |2008-02-.. Medium 89hb7T73
VIm-japan MNo es fclients Windows ves 4.0.0-311 |2008-02-... High 374004c
vm-win-1 MNo Yes  iclients (Windows Yes  |4.0.0-311 |2008-02-. Medium  |47ea3b8
vn-win-2 MNo Yes  iclients (Windows Yes  |4.0.0-311 |2008-02-. None BeOBeed
wes3.dev. MNo Yes  iclients (Windows Yes  |4.0.0-311 |2008-02-. None 4138721
wesd dey. MNo es fclients Windows ves 4.0.0-311 |2008-02-... High 4022hdfff.
winZks.e MNo Yes  iclients [Windows Yes  |4.0.0-311 |2008-02-. Medium  |2bB788d
- | (/) scheduler: Rurning] [) o Unacknowledged Everts| (/) Server: Ful Access]

6. From the menu, click Actions> Client > Edit Client.

7. Clear the Activated checkbox and click OK.
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7Y Edit Client - mb-cint-1.baker. lepato.com

Praperties | Dataset | Retention Policy | Groups

Dizable all hackups
[ Activated
[ #low client imifigied hackups

Overtime  Owertime until successtul backup v

Faging

Detection & Automatic () Manual

|-Address ({IP or hosthame) ‘

Encryption method | Axion -

] Owerride group encryption

Ok ” [ Cancel ” [ Help ”

8. Closethe Avamar Administrator.
9. Right-click the Avamar system tray icon.
A menu appears.

10. Choose Activate.
The Activate Client Setup dialog box appears.

5

Activate Client Setup

Administrator Server Address

[avion1

Client Domain

[lients

Client User ocsss List [UAL) -

11. Enter thefollowing:

Administrator Server Address— Administrator server DNS hostname
Client Domain — Avamar domain where you want this client to reside

The default domain is Clients. However, the Avamar system administrator may have defined other
domains and sub-domains. Consult your Avamar system administrator for the specific domain to use
when registering this client.

IMPORTANT: If entering a sub-domain, such as clients/'windows, do not include a slash (/) asthefirst
character. Including a slash as thefirst character causes an error and will cause registration to fail.

Client User AccessList (UAL) — Not used
12. Click OK.

13. A message is sent indicating registration was successful.
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Restoring applications, binaries, and data with the Avamar client
Before datais restored, make sure that the following conditions are met:

The following restore procedures are performed on the hard disk drivesthat contain the operating
system information. Any hard disk restorations performed without operating system information are to
be restored to their original locations with the standard default restoration options and without any
exclusions or custom settings.

Before performing any restore operations, open one command prompt window; failing to do so results
in the opening of a command prompt window that is blank and has no characters.

Perform the following to start the restore:

1.

2.

Start Avamar Administrator.

Click Backup & Restore.
The Backup & Restore window appears.

Click the Select for Restore tab.

In the Clients tree, select the source server client.

Click the By Datetab.

In the Backup History pane, browse to avalid backup date in the calendar.
Select a backup from the list directly to the right of the calendar.

In the Contents of Backup window, put a checkmark in the box next to the C: directory. A gray check
appearsin all of the directories and files below this to indicate that everything under this directory will
be restored.

N avamar-1.example.com Avamar Administrator - Backup and Restore
Actions  Tools  Wawigation  Help

i = [ ~
1 =
[Cligrts Select For Backup | Select For Restors
A3avamari
By Date
5 o Aecourking v By FielFoller
tkﬂsretchensm Backup History
F& RandysCornp Backupis) for month, Backups for October 14
% Engineering [EET ) | October IR G Time (PDT) | Plug-in Fietention Size
HE Lab1 Walkup 1|cop-1os7..|  11:55.10/windo... W |170.
et EbsComput
F&. Bethsworksty
}& DavesCompu
F& MarysCompu
*% Operatians
*% Maintenance
I: FE DirksCom
F&L TaliasCor
22
= Shipping
I: 1. GarysCor o backup selected
FE StevesCe 7124 Empty Select  Weme | Date  Size  Type  User | Group  Pemmi.
Clierts

- 1 (%) scheduter: Running] () Mo Unacknowiedged Events] [¥] Server. Ful #ecess)

9. Make surethat the partition on the target server has enough free space to accept the data from the

partition of the source server.

10. Select Actions> Restore Now. The Restore Options dialog box appears.

11. Select the Restore everything to original location radio button.
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12. Click Browseto locate the target client for the restore, or enter thisinformation in the Absolute
Destination field.

13. From the Overwrite existing files drop-down list, select Always.
14. Fromthe Restoration of open files drop-down list, select Defer until reboot.

15. Select the Report advanced statistics and I nclude Advanced Options checkboxes.

# Restore Command Line Options - Windows File |

Select Plug-In Type:
BB Windows File System Ll

-

Cwerwrite existing files  Always LI
- J

Restoration of open files  Defer until Reboot

Logging Qption

List hackup contents Mo file listing - I

Informational message level Many informationals = I

v Report advanced statistics

4| | _’|_I
¥ Include Advanced Options More © |

oK | Cancel | Help |

16. Under the Advanced Options section, select Advanced and select the Restor e hidden foldersand
filesand Restore foldersand fileswith SYSTEM attribute checkboxes.

#\ Restore Command Line Options - Windows File |

Select Plug-In Type:

IE Windows File System LI

B M LD DL S b

I Rebuild client-side caches from most recent backup

Advanced
™ Do not descend into subfolders
I~ Recreate original path beneath target falder

¥ Restore hidden folders and files

¥ Restore folders and files with SYSTEM attribute

™ Directly connectta all server nodes

-

4| | >
¥ Include Advanced Options Mare =
QK Cancel | Help |

17. Click More.
18. Inthe Enter Attributefield, type exclude-from.
19. Inthe Enter Attribute Value: field, type exclude AVAMAR and click +.

20. Inthe Enter Attributefield, type avamaronly.
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21. Leavethe Enter Attribute Valuefield empty, and click +.
22. Inthe Enter Attributefield, type restorewfp.
23. Leavethe Enter Attribute Valuefield empty, and click +.
For Windows 2003 and Windows XP restores only, complete this additional attribute.
24. Inthe Enter Attributefield, type restor eshortnames.

25. Leavethe Enter Attribute Valuefield blank, and click +.

‘:‘ Restore Command Line Dptions - Windo f_ { ﬂ
Select Plug-In Type:
|E Windows File System LI
| CR S e L TS T e T T =1
<'|_H G " . - ‘
|
¥ Include Advanced Options Lesgs ¢
Enter Attribute: Enter Atfribute Yalue:

S

B exclude-frorm=Excludes td
B avarmaronly=

(s[4 | Cancel l Help

26. Click OK to save the Advanced Options settings.

27. Click OK again to begin the restore.

28. The Restore Optionsdialog box closes and the following status message appears.
Restoreinitiated

29. From the main menu, choose Navigation > Activity.

30. Click on therestore activity that was just initiated and make sure it completes successfully (double-
click the entry for detailed logging).

7% avamar-1 .example.com Awvamar Administrator - Activity

Actions  Tools  Hawigation Help

o HEE

Activity Manitor | Group Status Summary | Activity Report || Replication Report

Fittered Activity retained for 72 hours up te @ maximum of 5000 rows.
Status: Al Stetuses Group: All Groups  Client: A1l Clients ‘Waiting-Queued: 0 Waiting-Client: 0 Active: 0 Finished: 0
Type: Al Typss  Plugiin: Al Flugins Domain: Al Doriains
Session
Error Start Tie End Tine Progress | Mew
Status Code (FOT) Elapsed (FOT) Type Bytes | Bytes
(%) Rurring 2007-01-17 104 | 00h00mA2s 2007-0117 104 Replication Source o o
V[ Completed 2007017 1707 00KA7m02s| @ 2007-01-17 17.24 Archive Source| 4,204,967 340 1009
V| Completed 2007-0117 1544 00h00m30s| @ 2007-01-17 15.45 Archive Sowce|  1992MB| 54
V| Completed 2007-01-17 1032 00h00m 305 2007-011171032] _ On-Demand Snapup) sa6ME| 100
V| Completed 2007-0117 1505 00h00mO0s| @ 2007-01-17 15.05 Archive Source Gl
V| Completed 2007-0117 1443 00h04m 33| @ 2007-01-17 14.47 Archive Source s0GE 100
V| Completed 2007-01-17 16:48] 00K OmA7s 2007-0117 1658 On-Demand Snapup) s0GE 100
V| Completed 2007-01-17 1051 00h00m 345 2007-0117 1051 On-Demand Snapup) I
1 Cormicten ANFM A7 130k Emanl @) 2077 1916 Andlemand Snanim snrAl
<
- | [7/) scheduler: Running] [) o Unacknowledged Events| [/) Axion Server: Full Access]
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Applying the HomeBase extended profile

The extended profile contains the elements of the Windows Registry from the original source server that
need to be restored to the new target server to re-link application binaries located on the Avamar snapup to
the new target server.

NOTE: The extended profile must have been restored onto the target server by the Avamar client as a part

of the data restore.

1. Onthetarget server, open a command line window.

2. Typethefollowing command to begin the recovery. The HomeBase product documentation lists
additional optional command line arguments.

hba recover <path\extended profile file> -e

3. Therecovery application starts to apply the extended profile to the target server. The process will take

afew minutes and can be monitored through the output in the command window.

Applying the restored system state files
After the Avamar backup has been restored for the system state files, perform the following:

1. Open aprogram such as Regedt32, and navigate to the following registry entry:
HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager
2. Add anew attribute at this entry by selecting Edit > New > DWORD Value.

3. TypeAllowProtectedRenames.
4. Right-click this attribute and select M odify. In the Value field, add 1.

5. Reboot the server into normal mode.

The server will have the full functional capability of the origina server.

Troubleshooting

The following are basic tests to confirm full functionality. Thisisjust asamplelist.
e Logintothe server

e Launch and test applications.

e Check Add/Remove Programs to ensure all applications and hotfixes are represented.
e Add new users.

e Add usersto new groups.

e Changefile permissions.

e Launch an Internet browser.

Conclusion

IT professionals look to data protection solutions for data recovery and bare metal restore capabilities.
EMC provides a better, more robust solution.

Traditional disaster recovery implementations start and stop with multiple copies of the same hardware.
Thisisvery difficult to maintain and expensive. From a process perspective, most I T professionals use
some form of standard cloning software to add typical system operating systems and software to new
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hardware. The difficulty comesin ensuring that the system and applications have all the proper settings
necessary to quickly recover the data and begin working. Also, similar hardware is not aways available in
the event of an emergency. This meansthat IT may have to improvise.
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Figure 3. EMC Avamar and HomeBase automate the complete server stack recovery

EMC helps T professionals recover systems, applications, and data to any hardware quickly and
efficiently. Together EMC Avamar and HomeBase decrease recovery point objectives (RPOs) and
recovery time objectives (RTOs), which can significantly increase an organization’s productivity and

profitability.
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