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The Big Picture

e Protect both message content
and attached documents

e Provide complete after-delivery
protection and control

e Enable content owners to define
access privileges and revoke
access at any time

e Support e-mail editing with
Microsoft Outlook and
Microsoft Word

e Give mobile users anytime,
anywhere access to secure e-mail
content—even offline.

e Integrate seamlessly with mail
filtering and archiving systems

EMC Documentum IRM Client
for E-Mail

Take total control of your e-mail

Confidential strategies. Proprietary product specifications. Employee records. Today,
e-mail is used to share all sorts of information—the kind of sensitive data that you would
never want to find its way to competitors, customers, or the public. Traditional e-mail
security solutions protect messages in transit—but that’s not enough. Once an e-mail is
sent to someone, it’s out of your control.

Patented rights management

With EMC® Documentum® software, you can now address what has become a
security loophole for organizations. Documentum native capabilities go well beyond
authentication, access control, auditing, and SSL encryption and include repository
encryption, mandatory access control, electronic signatures, and digital shredding. With
EMC Documentum Information Rights Management Services complementing the native
security of the Documentum platform, you can protect sensitive content no matter where
it exists—within or beyond the firewall.

Documentum Information Rights Management Services is a flexible, secure document-
sharing application that gives you total control over your electronic information—even
after recipients have it. Leveraging patented rights management technology, IRM
Services continuously protects documents during and after delivery.

Documentum IRM solutions are suitable for a wide range of industries, including
manufacturing, financial services, health care, and government services. Typical
applications include executive communications, secure outsourcing, policy enforcement,
and regulatory compliance.

The Documentum IRM Services family encompasses modules for securing documents,
e-mails, and mobile mail:

® EMC Documentum IRM Client for Adobe Acrobat

e EMC Documentum IRM Client for Microsoft Office
e EMC Documentum IRM Client for E-Mail

® EMC Documentum IRM Client for RIM BlackBerry

Dynamic control of information

Documentum IRM Client for E-Mail is a powerful solution that gives organizations
complete control and security over e-mail content. Unlike traditional secure delivery
solutions, IRM Client for E-Mail protects content both during and after delivery. E-mail
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attached documents—during and
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and attachments are kept confidential and tamper-proof no matter where they are
distributed or stored. A detailed audit trail provides proof of compliance with corporate
security policies and regulatory requirements. No other e-mail solution provides the
level of granular security and control offered by EMC Documentum.

IRM Client for E-Mail lets you change user permissions whenever you want—even after
the recipient has opened your message. You establish a policy that determines who can
read your message, when they can read it, and whether they can copy/paste or forward
the message. Protected messages can also have a predetermined expiration date
assigned to them. When expiration dates are set, the expiration date appears alongside
the message in the recipient’s Inbox. If you decide to recall your message, all copies are
automatically expired—no matter where they are located (sender and recipient
desktops, servers, or back-up media).

How it works

IRM Client for E-Mail is easy to implement, administer, and use. It integrates seamlessly
with Microsoft Outlook and Lotus Notes to provide a familiar and intuitive interface for
sending and viewing protected messages. A “Send Protected” button in the e-mail user’s
toolbar lets the sender protect and send their messages with one mouse click. IRM Client
for E-Mail also provides the added ability to protect document attachments. For traveling
professionals, IRM Client for E-Mail provides easy, secure access to protected content,
even when they aren’t connected to the corporate network.

Features Benefits

Persistent protection Ensures that messages and attachments are protected
at rest, in transit and even after they’re accessed by

recipients

Dynamic policy control Allows the e-mail sender to change user permissions
(view, forward, copy, or print) and recall e-mail

messages after they’re distributed

Automatic e-mail expiration ~ Access to e-mail and attachments can be revoked at
any time; allows information security policies to be
enforced wherever e-mail is distributed or stored

Provides confirmation that e-mail was delivered and
viewed and offers proof of compliance with your
organization’s information security policies

Continuous audit trail

Supports mobile users Provides mobile professionals with automatic access to
protected content—both online and offline—whether or

not they are connected to a network

Leverages existing authenti-  Reduces administrator involvement and speeds
cation security infrastructure  deployment by leveraging user and group information
that exists in directories and authentication systems

Integrates with all third Allows organizations to automatically secure outgoing
party e-mail filtering engines  e-mail messages in compliance with corporate informa-
tion security policies and federal regulatory requirements

Take the next step

To learn more about EMC Documentum solutions for information rights management, visit
http://software.emc.com or call 800.607.9546 (outside the U.S.: +1.925.600.5802).

www.EMC.com



