SERVICE OVERVIEW

The Big Picture

« Accelerate business objectives and
achieve a flexible and secure information
infrastructure

* Develop an information risk strategy
that optimizes business and technical
requirements

« Simplify the cost and complexity of
compliance

SECURED"

EMC"® Consulting

EMC

where information lives®

EMC Security Consulting
Services

Optimize risk management and accelerate
business objectives

Today’s business demands increased IT agility. Global business processes, growing compliance
requirements, and heightened expectations for more flexible information technology are placing
new demands on information security. Businesses not only require security to protect information
from loss and misuse, but to foster innovation, reduce the complexity and cost of compliance, and
provide security for emerging IT environments such as virtualization and private cloud.

Overview

Your security organization faces significant challenges. You need to align changing business
objectives with information security strategies, architectures, and operations, to assure that the
right people have access to the right information over a trusted infrastructure. You also need to
provide secure information infrastructure that is cost-effective and easy to manage.

Addressing these challenges and managing your information risks according to your business
requirements demands a broad range of business and technology skills and capabilities.

EMC® Consulting’s RSA® Security Practice helps you approach security with a business context that
prioritizes security investments through a holistic approach—inclusive of technology infrastructure,
organizational implications, and proactive best practices. We combine the security expertise of RSA,
The Security Division of EMC, with EMC Consulting industry expertise and business, application, and
infrastructure domain knowledge. Our comprehensive approach and capabilities help you with every
stage of information security.
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In North America 1-866-464-7381
www.EMC.com

Scope and approach

EMC Consulting’s RSA Security Practice speeds innovation with the expertise to address security
requirements in an industry and business context and protect and maximize the value of informa-
tion, identities, and infrastructure.

We take a comprehensive approach to information risk management with services to address key
business and technical requirements:

EMC Consulting

v/Security Policy Development
¥ Classification for Information Security
v'Policy Driven Management

v'Security Assessment for Virtualized
Environments
v'Securing VDI Environments

v'Fraud Strategy and Assessment
v'Fraud and Identity Assurance Planning
v'Fraud and Identity Management

v Security Operations Strategy and
Assessment

v Security Operations Analysis and
Design

v Security Operations Management

« Information Risk Assessment

« Policy and Program Development

« Infrastructure and Storage Hardening

* HIPAA/HITRUST/HITECH, BASEL II, GLBA,
NERC, PCI DSS, 1S027000

« Ensuring Secure P2V Migration

« Virtualization Security Strategy

« Securing Business Applications in a
Virtualized Environment

« Private Cloud Security

« Policy Development

« Enterprise-wide and Channel Product
Assessments and Strategies

« Electronic and Traditional Fraud

 Roadmap and Program Development

* Managed and Subscription Services

« Performance Review of Fraud Controls

« Incident Response Processes

 Maturity Model, Best Practices and Gap
Analysis

« Workflow and Operational Runbook

« Service Management

As part of EMC Corporation, the world’s leading developer and provider of information infrastructure
technology and solutions, EMC Consulting provides strategic guidance and technology expertise to
help organizations exploit information to its maximum potential. With worldwide expertise across
organizations’ businesses, applications, and infrastructures, as well as deep industry understanding,
EMC Consulting guides and delivers revolutionary thinking to help clients realize their ambitions in
an information economy. EMC Consulting drives execution for its clients, including more than half of
the Global Fortune 500 companies, to transform information into actionable strategies and tangible

business results.

Take the next step
For more information, visit www.EMC.com/consulting or contact your local EMC Consulting

representative.
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